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Abstract—This paper establishes a generic severity function 

that can be used to produce power system security risk profiles. 

It is illustrated by analyzing the impacts of system load attributes 

on the small-disturbance rotor angle stability of a power system. 

The load attributes contributing to the oscillatory modes can be 

considered as inherent uncertain variables within power systems 

and include load power variations, load composition, and load 

model parameters. Uncertainty in the renewable power 

generation is also incorporated in the probabilistic modelling and 

risk assessment to demonstrate the flexibility of the approach. A 

novel approach is proposed to select the severity functions to 

logically represent small-disturbance security margin. The risk 

profile of a power system has been presented considering the 

probability density functions (pdfs) of power system critical 

modal damping and a selected set of severity functions. The 

analysis techniques developed are illustrated with a modified 

version of the 68-bus NETS-NYPS power system with a high 

amount of renewable power penetration. The relative importance 

of the load attributes and the impact of these attributes on 

stability boundaries has been identified at varying risk levels with 

respect to their contribution to small-disturbance stability.   

 
Index Terms—Load modelling, power system analysis 

computing, probabilistic assessment, risk analysis, small-signal 

stability, uncertainty.  

 

I. INTRODUCTION 

IBERALIZATION of the electricity markets, renewable 

power integration at all voltage levels in power grids, and 

new types of loads bring power system operation to a new 

paradigm where the system is operating closer to the limits of 

security. Deregulation of the generation, transmission and 

distribution leads to more unpredictability of dispatch and 

consumption patterns, whereas increased distributed energy 

resources add further to uncertainty of supply. Hence, the 

inherent uncertainty in modern power system operation 

reduces the flexibility in decision making and subsequently 

increases the risk of instability [1].  

Limitations of deterministic approaches to handle uncertain 

situations have been discussed in previous research with an 

emphasis on the need for risk-based security assessment of 

power systems [2-5]. A risk-based framework does not only 
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provide the probability of occurrence of an unexpected event 

but also quantifies the severity of the consequence of the 

occurrence of that event. Subsequently, it provides a risk-

profile of the system that can be used to comprehend the 

varying risk levels of different operating conditions. 

Power system risk assessment can be divided into two basic 

aspects, which are adequacy and security-based risk profiling 

[1]. They correspond to static and dynamic states of a power 

system, respectively. This study considers the security-based 

risk assessment, which conforms to the operational time-frame 

and therefore may not be suitable for a long term planning 

horizons. A number of applications of security-based risk 

evaluation have been demonstrated in several areas such as 

voltage stability [2], overload and low voltage security [3], 

frequency stability [4] and transient stability [5]. However, the 

risk assessment of small-disturbance stability has received less 

attention within power system research. The pdf of the real 

part of the critical system state matrix eigenvalues (to 

determine the probabilistic instability) has been considered as 

normally distributed in [6], which is often not a correct 

assumption [7]. A small number of attempts to perform risk 

assessment of small-disturbance instability have been 

presented in [8-10]. However, these works solely focus on the 

probability of instability, ignoring the severity of the 

corresponding instability, and although very valuable, are not 

truly risk assessments. The probability is only a part of the risk 

assessment, as the risk is a combination of the likelihood 

(probability) of occurance of an event and the consequence 

(severity) of that event. Small-disturbance instability analysis 

presented in [11] considers a discrete risk matrix, which ranks 

the severity of risk as low, medium and severe. This does not 

completely reflect the continuous extent of the risk. The 

severity functions presented in [7] are limited in the following 

ways. The ramp and quadratic severity functions do not 

suitably distinguish between a marginally stable and a 

marginally unstable case. For example, these functions would 

provide almost equal severity values to cases where oscillation 

damping is equal to −0.001 s
-1

 and 0.001 s
-1

, despite the fact 

that the latter case is unstable and more severe. The step 

function used, on the other hand, is limited by the assumption 

that it considers all stable cases equally and all unstable cases 

equally, which does not capture the true extent of severity. For 

example, it would not capture the difference between 

oscillation damping 0.01 s
-1

 and 0.1 s
-1

, although clearly the 

latter is more severe as unstable oscillations would grow more 

rapidly and less time would be available for corrective control 
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actions. 

Present research into risk-based small-disturbance security 

assessment is lacking appropriate severity functions, which 

limits the capability to properly quantify risk profiles. True 

cost-based stability severity functions do not exist and cannot 

be obtained without significant further work to establish the 

cost of maintaining stability margins for system operators. To 

overcome the limitations of previously discussed severity 

functions, a multi-slope severity function is proposed in this 

paper to appropriately weight the stable, marginally stable and 

unstable regions of the damping of oscillations in the risk 

assessment. The semi-continuous severity function presented 

in this paper clearly distinguishes between stable and unstable 

situations and appropriately weights the oscillation damping 

according to the eigenvalue position in the complex plane. The 

proposed severity function also possesses relative indicative 

signals when the system approaches closer to instability. This 

will be discussed further in Section II. 

Power system−load interaction is considered as a critical 

source of rotor angle oscillatory instability [12, 13]. Many 

different load attributes contribute to the system oscillations. 

Uncertainty in load has a high impact on power system 

security [14]. The proportion of dynamic load has a 

considerable impact on oscillation damping [15]. Load 

characteristics also have a major effect on the stability of the 

interarea modes [16]. Earlier works identified system loads as 

the most influential elements within a power system network 

with respect to their contribution to the small-disturbance 

stability [17, 18]. The risk profile of a power system can be 

largely influenced by system load attributes. Though the 

significance of load attributes on power system stability is 

well documented in the literature [12-16], there is no work, to 

the best of our knowledge, which explicitly assesses the 

influence of load attributes on system security risk.    

This paper quantifies the risk incurred by a power system 

due to load attributes such as load power variations, load 

composition, and load model parameters. The paper makes the 

following key novel contributions: 

 Proposition of a coherent and appropriate risk severity 

function to represent the relative severity of power system 

small-disturbance marginal stability and instability. 

 Quantification of power system risk-level corresponding 

to system load attributes – highlighting their relative 

contribution to small-disturbance security. 

 Identification of the probabilistic security boundary for 

different values of load attributes. 

 Thorough sensitivity analysis of system risk as affected 

by the parameters of the severity functions.     

The small-disturbance security based risk profile facilitates 

the identification of the level of risk at different operating 

conditions and for a range of system parameters. The level of 

change in risk due to the changes in system parameters helps 

in identifying the most influential system parameters. The risk 

profile presents a clear visual representation of high-risk 

operating conditions susceptible to power system instability as 

well as secure stable zones of operation.    

II. QUANTIFICATION OF RISK 

Risk expresses the effect of loss, or other adverse 

circumstances. Risk can be quantified as the product of the 

probability of a detrimental event and the severity of that 

event. These concepts of risk are event-based and are 

deterministic by nature. Risk can be defined as a probabilistic 

phenomenon and quantified through the use of continuous 

severity functions. In such a case, risk is an expectation of 

severity summed across the product of all outcome 

probabilities and their corresponding severity [2]. A risk index 

can be a single number (for one study parameter with respect 

to a certain threshold), a line (for two study parameters), a 

surface (for three) or a hypersurface (for more than three).  

A. Value at Risk (VaR) 

Value at Risk (VaR) is the most widely used risk measure. 

It can identify the worst case scenario (i.e. maximum expected 

loss) of a portfolio within a specified degree of confidence. 

In the power system stability measures, at a given 

confidence level αϵ(0,1), the VaR of the portfolio at the 

confidence level α is given by the smallest number l such that 

the probability that the loss L exceeds l is at most 1-

α. Mathematically, if L is the amount of a portfolio, 

then VaR(L) is the level α-quantile, i.e. 

VaRα(L)=inf{lϵR:P(L>1)≤1-α}      (1) 

The VaR limit enables the identification of the maximum 

threshold values of power system parameters (such as 

individual load attributes) corresponding to the point at which 

the system crosses the stability margin.  

B. Severity Functions 

A severity function (SF) quantifies the severity of the 

network condition in terms of its performance indicators [3]. It 

is a common practice in the quantification of risk to express 

the SF in terms of economic worth. As there is currently no 

known information that can be used to put a price on power 

system stability indicators, this study considers only the 

technical indicators in the representation of the SFs. This is a 

standard approach in power system stability risk assessment. 

1) Properties of the severity function 

The essential criteria for choosing a severity function (SF) 

in risk-based security assessment have been documented in 

[2]. The SF should; i) reflect the consequence of the 

contingency; ii) be physically understandable; iii) be tied to 

deterministic criteria; iv) be relatively simple; v) reflect 

relative severity, and vi) measure the extent of a violation.  

Continuous SFs have been considered earlier in power 

system security [2, 3, 5] and small-disturbance stability 

assessment [7]. A single ramp-function has been considered in 

some previous research as an SF for assessing the risk of 

critical clearing time (transient stability analysis) and overload 

and low voltage phenomenon (voltage stability studies) [3, 5]. 

Both step- and a ramp-function based SFs have been described 

for low voltage, overload and voltage instability around their 

corresponding security boundary [2]. Further, step-, ramp- and 

quadratic-function based SFs have been proposed to assess the 

risk of small-disturbance stability [7]. 

https://en.wikipedia.org/wiki/Quantile
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The ramp, step and quadratic-functions have been 

implemented as over-simplified severity functions. The 

violation of the stability limit or system collapse does not get 

enough importance in the linear-and quadratic functions as the 

value of SF remain almost the same just before and after the 

stability line (y-axis). These SFs violate the criteria i), iii), v) 

and vi). Furthermore, when the SF approaches instability there 

is no indication in the step function that it is close to the 

stability limit. This is a violation of the criteria ii) and v). The 

slope of the ramp-function, on the other hand, in the stable 

region and unstable region is the same, despite the fact that the 

later state is more severe. This is against the criteria v) and vi). 

Moreover, in the step-function, the severity remains the same 

throughout the whole unstable region, though it is clearly 

more severe to penetrate deeper into the unstable region. This 

is a violation of criteria ii) and v).  

To overcome the limitations of previously mentioned SFs, a 

multi-slope SF is proposed as shown in Fig. 1. The proposed 

SF eliminates the limitations as discussed above and conforms 

to the criteria mentioned for the SF of the risk-based security 

assessment. Its application in the assessment of risk for small-

disturbance stability exhibits following severity properties: 

(a) It weights the ‘secure’ stable region lightly with respect 

to the unstable region with lower slope of the curve. Also, the 

weight increases as it moves towards the marginal stability 

line. This reflects higher severity as the system approaches 

instability. (Conforms to the criteria iv) and v)). 

(b) The (vertical line) y-axis is an essential part of the 

severity representation as it distinguishes the stable and 

unstable region. This brings the unstable severity curve at a 

higher value in y-axis to reflect the instability effect. A high y-

intercept of the instability curve weights the unstable scenario 

appropriately. (Criteria i) – vi)). 

If the y-intercept for stable and unstable region is the same, 

the curve becomes a linear ramp function. This curve is 

violating the criteria i), ii), iii), v), and vi) of the SF as 

mentioned above. This issue will be further explained with 

illustrative results (Section V.D) in the paper.  

(c) High slope of the ramp-function in the instability region 

can reflect the extreme severity of the small-disturbance 

stability. (Criteria iv), v) and vi)). 

2) Guidelines of parameters selection of the severity function 

It has been discussed (and will be later illustrated) that the 

proposed shape of the continuous SF is suitable for stability-

based risk analysis. The next step is to identify appropriate 

parameters. One version of the continuous SF is shown as the 

solid line in Fig. 1. The parameters which describes the 

proposed continuous SF are: X-intercept x
y0

, the slope of the 

curve in stable region k1, Y-intercepts xoy1
, xoy2

, and the slope 

of the curve in unstable region k2.  

For small-disturbance stability analysis, the X-intercept 

(x
y0

) is most appropriately calculated from the settling time of 

the oscillations, as presented by (2) [7].  

Ts=ln (tolerance/damping)   

or, x
y0

=ln (tolerance)/ Ts   (2) 

Let the slope of the curve in stable region be k1. A higher 

value of k1 will assign more weight to system severity as it 

approaches marginal stability. The equation of the curve in the 

stable region can be represented simply as in (3). 

xoyxkY 111           (3) 

The Y-intercept of the curve in the stable region is )( 1

xoy . 

Now, a discontinuity is introduced so that the curve of 

unstable region will have a different Y-intercept )( 2

xoy , which 

represents how much more severe a marginally unstable case 

is than a marginally stable scenario. The Y-intercept of stable 

and unstable region is related through the intercept ratio r as 

presented in (4). 
xoxo yyr 12        (4) 

Let the slope of the curve in unstable region be k2. The 

equation for the curve in unstable region can be denoted as in 

(5). 
xoyxkY 222        (5) 

The slope k2 can also be represented by the slope relative to 

k1, as shown in (6).  

m=k2/ k1       (6) 

This is representing the relative severity of the security 

violation as it penetrates to the unstable region, and is termed 

the severity multiplier m. 

The values of r and m will depend on the choice of 

individual operating utility company in conformance to their 

severity (and reliability) criteria. Also, these parameters can 

have different values to weight different loads or parts of the 

network based on the priority of the connected customers. For 

example, areas with high priority customers such as hospitals, 

fire services and other emergency services can have a high 

value of these parameters, and hence showing a high value for 

security-based risk profile.  

If r=1 and m=1, then (5) becomes the same as (3), 

presenting a standard ramp function. As has been discussed 

already, this selection of SF does not appropriately 

differentiate the stable and unstable cases. Hence, other sets of 

values for r and m need to be considered. Section V.E presents 

a detailed sensitivity analysis of the SF parameters. Depending 

on the values of r and m, the system risk profile may be 

accentuated in different ways. This will be explored further 

within this paper. An alternative SF has also been illustrated 

by the dotted lines in Fig. 1. Illustrative results with an 

exponential increase of severity in the unstable region will 
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Fig. 1. Continuous severity functions for risk calculation considering small-

disturbance stability. 
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also be discussed in Section V.D.  

3) Risk calculation 

The total system risk can be calculated by integrating the 

area of probability (probability density function, P(σ)) 

multiplied by the area of severity (continuous SF, S(σ)). In 

case of small-disturbance stability, both probability and 

severity are functions of critical mode damping, σ. Hence, the 

risk can be represented as in (7). 

Risk=∫ P(σ)S(σ) dσ         (7) 

Many numerical integration techniques can be used to 

calculate the total risk. In this work, the trapezoidal method 

has been used.   

III. SYSTEM-LOAD INTERACTION AND LOAD ATTRIBUTES 

The changes in power system load are either almost 

continuous small variation due to regular customer activities 

or more, more rare, sudden disturbances caused by abrupt load 

changes. The latter are typically the subject of transient, large 

disturbance voltage and frequency stability studies, hence in 

this study, only the small (almost continuous) load 

disturbances/variations are considered. Fig. 2(a) shows the 

system-load interaction in a power system, whose details are 

available in [12, 13]. More discussion on the interaction of 

non-linear dynamic loads with power system, industry practice 

on load modelling and measurement based load modelling 

approach can be found in [19-23]. Load characteristics have a 

high influence on the small-disturbance stability of a power 

system [16]. Inadequacy of load modelling has been identified 

as one of the most important challenges for risk-based and 

probabilistic planning and operational studies [14].  

A. Load Attributes  

Specific aspects of loads have been previously identified as 

contributing towards the small-disturbance instability of 

power systems. These load attributes are load variability, 

system loading, load composition and load model parameters.  

1) Load variability 

The continuous load variation in a power system can be 

considered as load uncertainty. The uncertainty of load in the 

system is typically modelled as normal distribution. The 

normal distribution parameters are mean (μ) and standard 

deviation (σ). The level of load uncertainty considered in this 

study is 3σ=5% of μ. This level of load uncertainty represents 

typical load forecasting error over 24-hour time horizon [24].  

2) System loading 

A daily load profile presents the changes in system loading 

as per daily consumption pattern of customers. A typical daily 

loading pattern has been adopted in this study for a generic 

representation of load profile as low (40%), base (60%), 

intermediate (80%), and peak (100%) system loading [25].  

3) Load composition 

Power system loads at transmission level are aggregates of 

many different devices, which fall under the broad category of 

static and dynamic loads. The proportion of static and 

dynamic load in developed countries is typically within 

30−40% and 60−70%, respectively [26].  

4) Load model parameters 

Aggregated load models at a transmission level are best 

represented by a composite load model [26]. It can be 

represented through a combination of static (ZIP) and dynamic 

(induction machine, IM) models. It provides the most accurate 

representation of true system oscillation damping compared to 

other (i.e. full static or full dynamic) load models [27].  

A conceptual representation of the composite load model is 

shown in Fig. 2(b) [28]. The ZIP and first order transfer 

function of an IM model is shown for real power in (8) and 

(9). 

a(V/V0)
α
+ b(V/V0)

β
+ c(V/V0)

γ
     (8) 

ΔP(s)=[(kp+tps)/(1+Ts)]·Δv(s)     (9) 

kp = aα+bβ+cγ      (10) 

Composite load model parameters are constant impedance, 

current and power coefficients (a, b ,c), exponents (α, β, γ), 

voltage dependence index (kp) as defined in (10), voltage time 

constant (tp) and dynamic load time constant (T). V and V0 are 

voltages after and before the disturbance, respectively [26]. 

Reactive power is defined similarly.  

Load model parameters considered in this study are 

[a=0.45, b=−0.10, c=0.65, α=0, β=1, γ=2, tp=76 s], as 

suggested by measurement based load modeling studies [29, 

30]. Dynamic load time constant is the most demonstrative 

parameter of a load model [13]. Fig. 2(c) and (d) shows the 1
st
 

order recovery of dynamic load with respect to different 

proportion of dynamic load and dynamic load time constants. 

The value of dynamic load time constant used in this study 

is between 0.5s and 20s, which coincides with the observation 

in [12] that most dynamic loads exhibit their dynamic 

behaviour within this range of time constants. Also, the 

timeframe of interest in small-disturbance stability studies is 

typically in the order of 10 to 20 seconds [16]. 

Though the first order dynamic model considered in this 

study has been identified as ‘most widely used’ generic 

dynamic load model in the literature, there are other more 
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Fig. 2. Representation of (a) system-load interaction, (b) composite load model, and 1st order recovery of dynamic load (c) with respect to different proportion of 

dynamic load, and (d) at different dynamic load time constants.  
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comprehensive load models developed for specific power 

system studies [26]. The first order dynamic load model 

provides adequate results for small-disturbance stability 

studies and in cases where there are limited voltage variations 

in the system [31], hence it has been chosen for this study. The 

second-order and higher-order load models however, are 

better at capturing load behaviour during transients and would 

be more appropriate for large disturbance (transient) rotor 

angle stability analysis [26]. 

5) Location of load 

The location of a load in the system can contribute to the 

system damping and risk-based small-disturbance security. 

However, locational issues are network and topology specific. 

The nearer a load to a generator is, the more influential it is on 

damping [15]. Location of load issue is not considered in this 

study, however it is acknowledged that future systems may 

witness greater spatial variability of loads, particularly as the 

penetration of electric vehicles increases. 

IV. TEST SYSTEM AND PROBABILISTIC MODELLING 

The simulation network is a substantially modified version 

(with a high amount of renewable power penetration) of the 

NETS-NYPS test system (New England Test System – New 

York Power System) which has 5 areas, 16 machines and 68 

buses, as shown in Fig. 3. Network data, component modelling 

and more information of this network are available in [32, 33].  

Uncertain system variables considered are wind speed, load 

demand and solar irradiation, which follow normal, normal 

and beta distributions, respectively. Though Weibull 

distribution is used in the literature for modelling wind speed 

variation [34], wind speed can be also modelled using normal 

distribution, especially, when modelled for a shorter time 

intervals in the scale of an hour [35]. Normal distribution is 

considered for wind speed modelling in this research as the 

security assessment of a power system is studied over a short 

time window. The level of uncertainty considered here is 

3σ=10% of μ, which is typical wind forecasting error over an 

hour time horizon [36].   

Similarly, the probability distribution of load is typically 

considered in the literature as normal distribution [37], 

however, the future power systems may exhibit different 

distribution of load, particularly as the penetration of 

renewable resources, electric vehicles and demand-side 

participation increases [38]. In total, 49 uncertain parameters 

(35 loads, 7 wind and 7 solar farms) are modelled 

probabilistically. The locations of loads, DFIG wind and FCC 

(Full Converter Connected) solar are shown in Fig. 3.  

In obtaining the system risk measures, a multi-level 

approach has been implemented consisting of the power flow 

in the network (by optimal power flow), small disturbance 

stability assessment (by modal analysis), and mapping critical 

mode damping into the risk contour (multiplying the severity 

function by the pdf of critical mode damping). Probabilistic 

modelling of the input parameters and risk contours have been 

generated in MATLAB and OPF simulation has been solved 

using MATPOWER [39]. Modal analysis has been conducted 

in DIgSILENT PowerFactory. 

The results have been obtained through the Monte Carlo 

simulation. A sufficient number of Monte Carlo run is 

determined through a stopping rule as in (11) [40].  



























 
X

X
N

)(
)

2
1(

2
1          (11) 

In (11)  is the sample mean error, Φ
-1

(•) is the inverse 

Gaussian conditional probability distribution with a mean of 

zero and standard deviation of one, σ
2
(•) is the variance of a 

sample, δ is the desired confidence level and X  is the mean of 

the samples. According to the criterion presented in (11), 

simulations can be stopped if the calculated sample mean error 

falls below a specific threshold, . It was identified that for 

this study 3500 samples results in  = 0.2%. 

V. RESULTS AND ANALYSIS 

The modal analysis and risk-assessment methods previously 

described have been executed on the NETS-NYPS test system 

to demonstrate the applicability of the proposed techniques.   

A. Probabilistic Security Boundary  

Fig. 4 shows the boxplots of the damping of critical 

eigenvalues to illustrate the relative influence of load 

attributes on small-disturbance stability studies. Damping of 

the critical eigenvalues have been presented with respect to the 

change in load uncertainty, system loading, proportion of 

dynamic load, and dynamic load time constant. The range of 

different load attributes corresponds to the discussion and 

references as presented in III.A.  

When one of the load attributes of interest is changing, all 

others remain fixed at their base values in each case of Fig. 4 

(a – d). The base case simulation has been considered as 80% 

system loading, 50% dynamic load, 5% load uncertainty and 

3 s dynamic load time constant.   

Each boxplot consists of 3500 MC simulations. The boxplot 

with whisker shows the range of variation of critical mode 

damping around a specific operating point. The line inside the 

box is the median value, while edge of the box shows upper 

(75%) and lower (25%) quartile of eigenvalue dispersion. The 

spacing inside the box indicates the degree of dispersion and 

skewness of eigenvalues. The whiskers correspond to 95% 

coverage of eigenvalues.  

The contribution of load forecasting error on the oscillation 

damping can be observed from Fig. 4(a). The distinct feature 

of this curve is the spread of the eigenvalues over the complex 

plane. The eigenvalue dispersion widens with an increased 

level of load uncertainty and it is approaching the instability 
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Fig. 3. Modified NETS-NYPS (New England Test System – New York Power 

System) network with a high amount of wind and solar generation. 
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limit. With a further increase in load uncertainty, the right 

margin of the boxplot would probably cross the instability 

boundary. It is not only the median value but also the range of 

eigenvalues that is important for assessing the system security. 

The impact of system loading can be clearly observed from 

Fig. 4(b). Two distinct features of the curve can be seen 

clearly. One is the wider spread of the eigenvalues over the 

complex plane with the increase of the system loading. 

Another is the movement of the curve towards right to the 

unstable region with the increase of the system loading in the 

network. Interpolating between the cases studied, it appears 

that the system starts to experience instability (with 95% 

confidence) at around 85% system loading.  

A similar trend can be observed for the proportion of 

dynamic load and dynamic load time constant in 4(c) and 4(d), 

respectively. Again interpolating, it can be estimated that the 

system could exhibit instability when the proportion of 

dynamic load and dynamic load time constant are higher than 

72% and time constant smaller than 2.7s, respectively. 

The system is highly sensitive to the dynamic load time 

constant. As the dynamic load time constant decreases, the 

system stability rapidly deteriorates. As seen when testing the 

other load attributes, as the system moves towards the unstable 

region, the eigenvalue spread increases.  

B. Value at Risk (VaR) 

The probabilistic metric VaR can be introduced to identify 

the value of specific load attributes to estimate a stable 

operating limit. VaRs for different load attributes can be 

obtained from Fig. 4. Load uncertainty VaR cannot be 

determined as the uncertainty level does not exceed the stable 

security limit within the simulation range. 

The VaR related to the system loading is 85% at 95% 

confidence interval, which means that there is a probability of 

the system being unstable if load exceeds 85%, provided that 

all other parameters remain at their base value (i.e. 50% 

dynamic load, 5% load uncertainty and 3s dynamic load time 

constant). Similarly, the VaR associated with the proportion of 

dynamic load and dynamic load time constant is 72% and 

2.7s, respectively (Fig. 4).  

C. Risk-based Small-Disturbance Security Margin 

Fig. 5 shows the iso-risk contours considering the influence 

of different levels of load uncertainty to the proportion of 

dynamic load, system loading profile and dynamic load time 

constant. These risk values have been obtained using the 

severity function previously described with r and m equal to 

10 and 10 respectively. The values of r and m have no real 

significance. They are merely to express the relative risk and 

can be normalized. The lightly shaded areas in the left side of 

the graphs show lower risk levels i.e. secure operating region. 

As the proportion of load attributes increase, the shaded area 

becomes darker portraying higher levels of risk. It can be seen 

from the figure that there is a general trend of a slight increase 

in the risk with the increment of uncertainty. The dashed lines 

within the figure represent the levels of risk (with r=10 and 

m=10). It can be seen from Fig. 5 that a change in dynamic 

load time constant has a more significant impact on the risk 

level than a change in the proportion of dynamic load or 

system loading. 

The risk levels associated with the interactions among 

prominent load attributes are presented in Fig. 6 (with r and m 

equal to 10 and 10 respectively). There is a low level of risk 

when system operates at 72% (or lower) proportion of 

dynamic load and 85% (or less) system loading. As the 

proportion of dynamic load and system loading increase from 

these values the risk-contour shades become darker showing 

higher levels of risk. The same trend can be seen from the 

contour plots of dynamic load vs. dynamic load time constant 

and system loading vs. dynamic load time constant. The 

darker shade in the risk-contour appears at approximately 2.7 s 

time (which is the VaR limit) for dynamic load time constant.  

The significance of these results lies in the representation of 

risk-based security margin, which has some inherent 

advantages, as below: 

 The iso-risk contours portray the same levels of risk at 

 
Fig. 4. Boxplot of critical eigenvalues considering the impact of load attributes on small-disturbance stability studies. Damping of the critical eigenvalue 

with respect to the change in (a) load uncertainty, (b) system loading, (c) proportion of dynamic load, and (d) dynamic load time constant. 
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different operating conditions with a combination of 

different sets of parameters. It also shows the risk 

variation through the operating region. 

 The risk profile explores the relative contribution of 

system parameters at varying levels of risk. More 

influential parameters can be identified in this way by 

looking at the changes of risk levels that they cause.  

 A gradual increase in risk can be seen as the system 

moves towards severe operating conditions. Hence, it 

provides an indication when the system approaches to 

instability. 

 It shows the combined weighting of low-impact low-

probability, low-impact high-probability, high-impact 

low-probability, and high-impact high-probability 

situations. Hence, it reflects the total composite risk, and 

not simply that from the worst case scenario. 

 Consideration of a wide range of scenarios through 

uncertainty explores the level of risk involved in future 

uncertain conditions. 

Though the application of severity function has been 

demonstrated on a small-disturbance stability analysis, where 

modal analysis clearly distinguishes the stable and unstable 

operating region, the same concept can be easily mapped 

through to voltage (and frequency) stability studies where for 

example the system overvoltage (or over-frequency) and 

under-voltage (or under-frequency) boundaries can be used. In 

case of voltage stability assessment the pdf of loadability 

indices can be produced based on continuation power flow at 

system critical bus. These can be then multiplied by the 

developed semi-continuous function (where the discontinuity 

will be at the point of voltage collapse) to map through to the 

risk profile. Similarly, for frequency stability, the pdf of 

frequency nadir will be generated and multiplied by the 

developed severity function, where the discontinuity will be at 

the load-shedding frequency point. 

D. Impact of the Shape of the Severity Function 

 The influence of the shape of the severity function has been 

considered by choosing an exponential function (instead of a 

linear function) in the unstable region and corresponding 

system risk profile is shown in Fig. 7. The illustrative result 

has been presented considering different levels of dynamic 

load and system loading. Fig. 7(a) shows the risk profile with 

the piece-wise linear monotonic severity function (with 

severity multiplier m=10, and intercept ratio r=10), whereas 

Fig. 7(b) presents the risk profile with an exponential function 

in the unstable region, y=e
100x

+y2
x0 

(y2
x0

 is the y-axis intercept 

of unstable region as shown in Fig. 1). With an exponential 

increase of severity in the unstable region (as in Fig. 7(b)), 

increasingly unstable cases are more heavily weighted and the 

risk-contour clearly distinguishes stable and unstable 

 

Fig. 5. Risk-contour considering the impact of dynamic load, system loading, and dynamic load time constant at different levels of load uncertainty. 
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Fig. 6. Risk-contour with dynamic load vs. system loading, dynamic load vs. dynamic load time constant, and system loading vs. dynamic load time constant. 
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operating range. Whilst such a severity curve could be 

considered, it is possible to capture risk similarly using the 

more simply defined piece-wise linear function. Fig. 7(c) 

shows the risk profile with the piece-wise linear severity 

function (with m=10, r=10000). This setting of the severity 

function also heavily weights any instability. As can be seen, 

the resulting risk profile is extremely similar to that produced 

using the exponential severity curve in Fig. 7(b). Hence, by 

appropriate selection of the severity multiplier (m) and 

intercept ratio (r), the severity of the system instability can be 

modelled according to the user’s specification. The next 

Section presents a detailed sensitivity analysis of the 

parameters of the severity function. 

E. Sensitivity of the Severity Function 

The impact of the parameters of the severity function on the 

system risk profile is presented in Fig. 8. The incurred levels 

of risk for dynamic load vs. system loading have been 

presented as an illustration considering nine sets of values for 

severity multiplier (m) and intercept ratio (r). The impact of 

increasing intercept ratio can be seen while moving from left 

to right, and the impact of increasing severity multiplier while 

moving from top to bottom in Fig. 8. With a low value of r, 

the difference between stable and unstable cases is not clearly 

weighted in the risk profile. This represents a very gentle risk 

gradient in the top left risk-contour, which does not 

appropriately differentiate between cases which include stable 

and unstable conditions. As r increases (moving towards right 

along Fig. 8), the unstable cases are more heavily weighted 

compared to stable cases, and hence the risk-contour clearly 

distinguishes stable and unstable operating range.  

When the value of r is small, such as the leftmost plots in 

Fig. 8, increasing the value of m can contribute slightly to 

increase the relative risk of conditions with unstable operation. 

However, it can be seen clearly from Fig. 8 that the impact of 

m is very small compared to the impact of r. This impact 

 

Fig. 8. Risk-contour of dynamic load vs. system loading with respect to alternative severity functions. 
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Fig. 7. Risk-contour with different shapes of the severity functions for dynamic load vs. system loading. 

 

2
0

0

2
0

0

4
0

0

400

6
0

0

600

8
0

0

800

1
0

0
0

1
0

0
0

1
2

0
0

1
2

0
0

1200

1
4

0
0

1
4

0
0

1400

1
6

0
0

1600

(a) m=10, r= 10

System Loading

D
y

n
am

ic
 L

o
ad

40% 60% 80% 100%
30%

50%

70%

90%
3
0

0
0
0

30000

6
0

0
0
0

6
0

0
0
0

9
0

0
0
0

9
0

0
0
0

90000

1
2

0
0
0
0

120000

1
5
0
0
0
0

1
8

0
0
0
0

(b) Exponential function in unstable region

System Loading
40% 60% 80% 100%

30%

50%

70%

90%

5
0

0
0
0
0

500000

1
0

0
0
0
0

0

1000000

1
5

0
0
0
0

0

1
5

0
0
0
0

0

2
0

0
0
0
0

0

2000000

2
5
0
0
0
0
0

(c) m=10, r= 10000

System Loading
40% 60% 80% 100%

30%

50%

70%

90%



0885-8950 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TPWRS.2017.2693502, IEEE
Transactions on Power Systems

IEEE Transactions on Power Systems (TPWRS-01333-2016)               Accepted on 7
th

 April 2017 

 

9 

further diminishes as the value of r increases, with almost no 

difference seen in the rightmost plots of Fig. 8 when r is 100. 

These parameters of the severity function will need to be 

tuned by operators depending on how risk is perceived/ 

avoided in their systems. If they have an abundance of 

controllable devices they can use to restore stability then their 

attitude toward marginal instability will be very different to a 

transmission system operator (TSO) who has no controllable 

devices and who wants to maintain a good distance from the 

instability boundary. For the first case, they may set r quite 

low as they can bring the system back from instability with 

relative ease, whereas the second TSO will set r extremely 

high in order to penalize all cases that have even the slightest 

chance of instability as they will not be able to correct this in 

an operational timeframe. 

F. A High-Risk Scenario with Violation of Multidimensional 

Security Margin  

The security margin for system stability is projected from 

the risk profile of the system as 85%, 72% and 2.7 s, for 

system loading, proportion of dynamic load, and dynamic load 

time constant respectively. Once the security margin for 

individual load attribute is known, it is less likely that the 

system operates close to that operating limit. However, if 

certain conditions of the network bring the system operation 

close to the security margin from all dimensions (such as 

when the system loading, proportion of dynamic load and 

dynamic load time constant are 85%, 72% and 2.7 s, 

respectively), Fig. 9 shows how severe that incident can be. 

Fig. 9 shows the eigenvalue plot with 5% load uncertainty 

when abovementioned three load attributes stretch to their 

security margin. The probability of instability in such a 

stressed condition of the network could be as high as 49%. 

This is recognizing the severity of violation of the security 

limit identified through the risk-based small-disturbance 

stability analysis and presented through the iso-risk contours.  

It would be possible to develop a multi-dimensional risk 

plane that could encapsulate the risk as a function of these 

multiple stresses at once. However, such a hyperplane would 

be impossible to visualize effectively without flattening it in 

specific dimensions (effectively resulting in the risk-contours 

previously produced).    

VI. CONCLUSIONS 

The risk-profile of a power system with the consideration of 

load attributes has been obtained in this study through small-

disturbance security analysis. The risk profiling methodology 

quantifies the impact (severity) and probability of certain 

operating conditions and how the risk profile is affected by 

various uncertainties and system parameters. The severity 

function proposed and implemented within this work distinctly 

sets apart the associated severity levels for oscillatory stable 

and unstable scenarios. 

The eigenvalue measure through boxplot over the complex 

plane with respect to load attributes captures the trend of the 

direction of the eigenvalue movement (towards instability). 

This further facilitates identification of the probabilistic 

security boundary for variety of load attributes considered. 

The security boundary explores the maximum level of 

different load attributes which can be achieved before there is 

a known probability that the system will lose oscillatory 

stability. 

The iso-risk contour shows different operating conditions 

which maintain the same risk levels and gradually increasing 

risk level caused by the subsequent changes in operating 

conditions. The dynamic system behavior is captured and 

incorporated in the risk-based security assessment. The risk-

contours provide a guidance to observe the risk level at 

particular operating conditions and the change in risk levels as 

a function of system load attributes.  

The risk-based security margins capture the properly 

weighted severity in operating conditions. The results show 

the relative significance of different load attributes, where 

dynamic load time constant is the most influential parameter. 

This further establishes the importance of load modelling and 

accurately knowing its important parameters. 

The system risk profile is highly influenced by the impact 

of load dynamics, which is becoming an area of interest with 

the emergence of new types of loads in modern power 

systems. This study provides a guideline for determining the 

flexibility of system operation with respect to load attributes 

and system uncertainties. Given the high stressed conditions 

observed in many systems today, the risk-based approach will 

serve better in this type of environment.  

The value of the risk is typically, and should be, expressed 

in terms of monetary values, however, in this particular case 

that is not possible yet due to the lack of a financial 

quantification (costing) of risk of power system instability. 

The costing or the value of power system (in)stability is an 

ongoing area of research. 
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